
Agent Context + Memory Engineering
A hands-on lab module for building reliable AI agents

Context engineering, state, memory, policy gates, tool use, evaluation, and safety

Abstract. This is a self-contained research-notes and lab module for teaching the engineering discipline
behind reliable AI agents: separating context, state, and memory; gating tools behind policy; and
evaluating agent loops on axes beyond task success. The companion notebook implements the system
from scratch in local Python, without API keys, so learners can inspect retrieval, memory writes,
policy decisions, tool logs, and evaluation behavior before adding an LLM planner. A failure gallery
demonstrates why retrieved text must be treated as untrusted data by showing how a prompt-injection
snippet becomes a bad memory when filters are disabled and is rejected when filters are enabled.

Companion notebook: lab/Agent Context Memory Engineering Lab v2 executed.ipynb
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1 Module promise

Most beginner agent tutorials show a model calling a tool once. That is useful, but it misses the
engineering problem that breaks real systems: agents lose constraints, retrieve noisy context, remember
the wrong thing, call the wrong tool, or act safely in a demo but not in a long-running workflow.

Core promise. This module teaches a durable mental model and a runnable lab: an agent is not a
prompt. It is a controlled loop with explicit context, structured state, governed memory, permissioned
tools, policy gates, and evals.

The module builds a memory-aware research scout agent. The agent helps a learner read AI-agent
papers. It retrieves relevant notes, keeps state separate from memory, writes durable memories only after
filtering, flags suspicious retrieved text, halts risky tool calls for approval, and evaluates whether the loop
is working.

1.1 The six-part mental model

The model used throughout the notes and lab has six parts. The user goal starts the loop, but the
engineering surface is the six-part system below.

Part What it means Common failure

Context The information visible to the model
right now: task brief, selected evidence,
recent tool outputs, and a compact state
summary.

More context creates distraction, la-
tency, cost, and stale assumptions.

State Structured progress inside one task:
goal, constraints, retrieved document
IDs, decisions, risk flags, and tool logs.

Hidden state makes debugging impossi-
ble and makes reruns non-reproducible.

Memory Durable information that survives
across turns or sessions: verified facts,
user preferences, lessons, or reusable
skills.

Append-only memory stores false, pri-
vate, stale, or injected content.

Tools External actions with names, schemas,
typed arguments, permissions, side-
effect labels, and logs.

Vague schemas and broad permissions
create wrong calls or unsafe actions.

Policy Routing rules, approval gates, data
boundaries, budget limits, and safety
constraints.

Excessive agency lets the agent perform
consequential actions without review.

Evaluation Tests for retrieval, grounding, tool valid-
ity, memory quality, injection resistance,
conflict handling, cost, and latency.

A polished answer hides system-level
failures.
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2 Reference architecture

Figure 1: Reference architecture for a context-aware, memory-bounded, tool-using agent. The main path
moves from user request to context builder, planner, policy gate, tool router, and answer/action log. The
support layer contains memory, guardrails/evals, and external tools.

A reliable agent loop should make the invisible parts visible. The system should log what context was
selected, which memory notes were injected, what tool was planned, whether policy approval was required,
what the tool returned, and how the answer was evaluated.

Builder rule. Use a workflow when the path is known. Use an agent only when the next step
depends on intermediate observations. Anthropic’s agent guidance makes this distinction explicit and
recommends simple, composable patterns before complex agent frameworks.

2.1 How to read the architecture

Block Responsibility

User request The raw task, question, or instruction from the user.
Context builder Selects the task brief, relevant retrieved evidence, relevant memory notes,

recent tool outputs, and current state summary.
Planner Decides the next step: answer, retrieve more evidence, call a tool, write

memory, ask a follow-up, or stop.
Policy gate Applies routing rules, approval gates, safety rules, and budget limits before

actions happen.
Tool router Validates tool names and arguments, then dispatches approved calls to

external tools.
External tools Search, retrieval, code execution, calculators, databases, files, calendars, APIs,

or other systems outside the model.
Memory store Reads, writes, resolves, and forgets durable information such as facts, prefer-

ences, episodes, and skills.
Guardrails + evals Validates, scores, and monitors the loop: prompt-injection risk, grounding,

tool validity, memory quality, cost, latency, and robustness.
Answer + action log Returns the final response and stores an audit trail of selected context, memory

reads/writes, policy decisions, tool calls, observations, and eval signals.

3 Core concepts
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3.1 Context is not state, and state is not memory

A context window is the working text the model can currently attend to. State is the structured
representation of the current task. Memory is a governed store that survives beyond the task. Mixing
these three creates many agent bugs.

Concept Good use Failure mode

Context Task brief, selected evidence, recent ob-
servations, and active constraints.

Dumping everything into the prompt
creates distraction and higher cost.

State Goal, constraints, retrieved IDs, se-
lected tool, open decisions, logs, and
risk flags.

The agent repeats work or silently
changes behavior across runs.

Memory Verified durable facts, preferences,
lessons learned, and reusable skills.

The agent stores noisy, private, false, or
malicious content and reuses it later.

OpenAI’s session-memory cookbook frames context management around trimming and compression to
keep multi-turn agents fast, coherent, and cost-efficient. Its long-term memory example shows a structured
state-and-notes pattern with memory distillation, consolidation, deduplication, conflict handling, and
controlled context injection.

3.2 Memory is a lifecycle, not an append-only list

The most important memory design question is not where vectors are stored. It is who can write memory,
what gets promoted, how contradictions are handled, and when forgetting happens.

Figure 2: A memory write filter turns candidate observations into write, reject, or review decisions.
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Operational rule. Write memory only when it is durable, useful, verified, consented, non-sensitive, and
non-conflicting. Otherwise reject it, keep it in short-term state, or flag it for review.

3.3 Policy deserves its own artifact

Policy is not a paragraph in a safety section. It is executable system behavior. If a tool has external side
effects, broad data access, or user-impacting consequences, the agent should halt and ask for approval
before executing it.

The memory lifecycle above becomes concrete once tools are involved: planned actions need explicit
permission checks before they reach external systems.

Figure 3: Policy gates convert tool permissions into executable approval behavior.

This is where excessive agency becomes concrete. A system has excessive agency when it can take
consequential actions without explicit limits, review, or logs. The Model Context Protocol tools specifi-
cation similarly emphasizes input validation, access controls, user confirmation for sensitive operations,
timeouts, and audit logs.

4 Failure gallery

A warning is easy to forget. A bug is memorable. The lab includes a failure-gallery section that turns the
memory filter off, shows the agent storing an injected instruction as a memory note, then turns the filter
back on and shows the same text being rejected.

5



Agent Context + Memory Lab Notes

Figure 4: The same retrieved snippet becomes a bad memory when filters are disabled and rejected
evidence when filters are enabled.

The lab also includes a paraphrased injection example that the regex scanner misses. That miss is
intentional: simple scanners catch known phrases, not all attacks. The correct lesson is defense in depth:
provenance, trust labels, write filters, tool approval, logs, and evals.

5 Research reading map

Read these sources for engineering patterns, not only benchmark numbers.

Paper/resource Why it matters What to ask while reading

ReAct Interleaves reasoning traces with task-
specific actions, allowing the model
to plan, act, observe, and update.

Which observations should return
to context? What should be
logged?

Toolformer Studies models learning when to call
APIs, which arguments to pass, and
how to use tool results.

How would you evaluate tool-call
precision and argument correct-
ness?

Reflexion Uses verbal feedback and episodic
memory to improve later attempts
without weight updates.

What feedback should be allowed
into memory? How can bad feed-
back poison later behavior?

Voyager Shows a long-horizon agent with cur-
riculum, iterative prompting, and a
growing skill library.

When does memory become a
reusable skill rather than a note?

MemGPT Frames context as a memory hierar-
chy inspired by operating systems.

What are the equivalents of RAM,
disk, paging, and interrupts in an
LLM agent?

Anthropic: Building
Effective Agents

Practical guidance: start simple, dis-
tinguish workflows from agents, and
use composable patterns.

Could this be solved by a workflow
before adding autonomy?

OpenAI context engi-
neering cookbooks

Practical patterns for trimming, com-
pression, state objects, memory
notes, consolidation, and context in-
jection.

What should be summarized,
trimmed, stored, or retrieved?
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Paper/resource Why it matters What to ask while reading

MemoryAgentBench Evaluates memory through accurate
retrieval, test-time learning, long-
range understanding, and selective
forgetting/conflict behavior.

Which memory failures would your
current eval miss?

MCP tools specifica-
tion

Standardizes tool discovery/calling
concepts and emphasizes validation,
access control, confirmation, and
logs.

Which tools are read-only? Which
tools need confirmation?

OWASP Top 10 for
LLM Applications

Names application risks includ-
ing prompt injection, sensitive-
information disclosure, insecure out-
put handling, and excessive agency.

Which risks appear only after the
agent has tools and memory?

LLM-agent evaluation
surveys

Map agent-evaluation gaps across
planning, tool use, memory, safety,
robustness, and cost-efficiency.

Are you evaluating the agent sys-
tem or just the final answer?

6 Case studies as design patterns

Case Good design Failure to show Evaluation signal

Research scout agent Store durable learning
goals, retrieve only rel-
evant paper notes, cite
document IDs, flag un-
trusted text, and log
memory writes.

Malicious webpage text
gets stored as a future
instruction when the fil-
ter is disabled.

Retrieval hit rate, an-
swer grounding, mem-
ory precision, injection
resistance.

Customer support
agent

Remember device, un-
resolved issue, warranty
status, and communi-
cation preference only
when relevant and ver-
ified.

The agent stores sensi-
tive or stale customer
details and personalizes
from outdated memory.

Memory freshness, dele-
tion success, privacy re-
view, escalation accu-
racy.

Coding agent with repo
context

Use repo instructions,
relevant files, tests,
build commands, and
prior observations
rather than dumping
the whole repo.

The agent runs file
writes or shell com-
mands without approval
or logs.

Tool-call validity, test
pass rate, approval com-
pliance, context-budget
score.

Research lab assistant Track papers read, hy-
potheses, failed experi-
ments, and open ques-
tions with provenance.

The agent treats spec-
ulative notes as estab-
lished facts or forgets
failed attempts.

Provenance quality, con-
tradiction handling, se-
lective forgetting, long-
range retrieval.

7 The lab: build a memory-aware research scout

The notebook implements the system locally. It avoids API keys so the contracts are visible before adding
model variability.
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7.1 What the lab now demonstrates

Lab component What students learn

Separated AgentState

and MemoryStore

State is task-local; memory persists and has its own lifecycle.

Memory lifecycle Candidates can be written, rejected, flagged for review, contradicted, or
forgotten.

Failure gallery Turning off the filter visibly creates a bad memory; turning it on rejects
the same snippet.

Paraphrased injection
miss

Regex scanners catch known phrasings only; provenance and policy still
matter.

Policy-gated tools Tools can declare requires approval; sensitive calls halt until approved.
Context budget bar Retrieval choices have visible token/cost pressure.
Pure state passing run agent(state, memory, request) returns a new state and a diff

instead of mutating a global object.
LLM planner schema The extension includes concrete JSON output expected from an LLM

planner.

7.2 Key code pattern: state separate from memory

@dataclass

class AgentState:

goal: str = ’’

constraints: list[str] = field(default_factory=list)

retrieved_doc_ids: list[str] = field(default_factory=list)

selected_context: list[str] = field(default_factory=list)

context_tokens: int = 0

planned_tool: str | None = None

tool_log: list[dict] = field(default_factory=list)

risk_flags: list[str] = field(default_factory=list)

decisions: list[str] = field(default_factory=list)

class MemoryStore:

def add(...): ... # write with provenance

def search(...): ... # read relevant memories

def forget(...): ... # delete or deactivate memory

7.3 Key code pattern: policy-gated tools

@dataclass

class ToolSpec:

name: str

description: str

arg_schema: dict[str, str]

side_effect: str

requires_approval: bool

handler: Callable[..., Any]

if spec.requires_approval and not approved:

return {

’ok’: False,

’approval_required’: True,

’message’: ’Human approval required before execution.’
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}

7.4 Evaluation dashboard as a table

Metric What it measures Why it matters

Retrieval hit rate Whether the needed notes or docu-
ments were selected.

A correct answer is unlikely if the
agent sees the wrong evidence.

Answer grounding Whether claims are supported by
retrieved evidence or tool observa-
tions.

Prevents confident but unsupported
answers.

Tool-call validity Whether the selected tool and ar-
guments match the schema.

Catches planner/router failures be-
fore execution.

Memory precision Whether written memories are
durable, useful, verified, and safe.

Prevents memory from becoming a
noisy transcript.

Injection resistance Whether malicious retrieved text is
treated as data, not instruction.

Protects tools, memory, and user
data.

Cost/latency budget Whether selected context and tool
calls stay within operating limits.

Makes reliability practical, not just
theoretical.

8 Current research questions and directions

These are open research directions, not solved problems; several map directly onto active work in agent
memory, tool safety, and agent evaluation.

1. Memory durability. What deserves to survive across sessions, and how do we prevent memory from
becoming a noisy transcript?

2. Conflict resolution. Should contradictions be automatically merged, flagged for users, or preserved
as competing hypotheses?

3. Selective forgetting. How can agents forget private, stale, or incorrect memory without destroying
useful summaries?

4. Instruction/data separation. Can systems reliably prevent retrieved web text, PDFs, emails, or
tool outputs from becoming instructions?

5. Tool-schema quality. How much do tool descriptions, examples, typed arguments, and side-effect
labels change agent behavior?

6. Approval UX. Which actions require human approval, and how can approval gates avoid becoming
too annoying to use?

7. Evaluation beyond task success. Which failures are invisible when we only grade the final answer?

8. Cost and latency. How much context is enough, and when does extra context make the system
slower, more expensive, or worse?

9. Memory privacy. How should users inspect, edit, export, and delete what an agent remembers?

10. Shared memory. What happens when multiple agents read or write to the same memory store?

9



Agent Context + Memory Lab Notes

9 Checklist for building an agent with memory

1. Define the task boundary. What should the agent not do?

2. List tools and side effects. Which tools are read-only? Which mutate systems?

3. Create a state object. What must persist only within one task?

4. Create memory write rules. What is durable, verified, useful, and consented?

5. Create memory read rules. Which memories are relevant to this request?

6. Label untrusted context. Retrieved text is evidence, not authority.

7. Add human approval. Risky tool calls should not be automatic.

8. Evaluate the loop. Test retrieval, actions, memory writes, safety, cost, and final answers.

9. Log enough to debug. Store selected context IDs, tool calls, observations, policy decisions, and
outcomes.

10. Add forgetting. Memory without deletion becomes a liability.

10 Glossary

Term Meaning

Agent A system where a model may plan, choose tools, observe outputs, and continue
toward a goal.

Workflow A more predefined path of model and tool calls, often easier to test and control.
Context The current information visible to the model.
State Structured variables that track the current task.
Memory Persistent information that can be written, managed, retrieved, updated, and

forgotten across turns or sessions.
Tool An external function or API the agent can call.
Observation The result returned by a tool or environment.
Policy Rules that determine routing, approval, safety boundaries, budgets, and allowed

actions.
Grounding Tying claims to retrieved evidence, tool results, or cited sources.
Prompt injection An attempt to manipulate the model through malicious instructions in user

input or external content.
Excessive agency Granting too much autonomy or permission to an agent without proper controls,

approval, and logs.
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Development context

This packet was created as teaching material for Columbia AI Builders Guild, a proposed student
community focused on hands-on AI engineering labs, building products, and practical workshops.
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